Ela Area Public Library

Wireless Network Instruction Sheet

Overview

The Ela Area Public Library offers wireless Interaecess to all library users during our regulasimess hours
free of charge. Access is available in every pudnlaa of the library. In using our wireless netwagidu thereby
agree to our Internet Access Politytp://www.eapl.org/libraryinfo/internet.ag@nd Public Communication
Systems Policyhttp://www.eapl.org/libraryinfo/library electronipolicy.asp).

Connecting to the EAPL Wireless Network

System Requirements

* Laptop computer (the library does not supply laptomputers)

» Wireless network card that supports the Wi-Fi 808.ar 802.11b networking standards (if you're uasur
check with your laptop or wireless network card ofanturer)

» Software and drivers for your wireless network d@indows XP and Macintosh OS X include all the
necessary software for most common wireless netaartts)

Quick Setup Settings

Network Type or Mode: Infrastructure or Access Point (AP) Mode
Service Set Identifier (SSID) or Network Nameeapl-public-wifi
Encryption Type: None

IP Address: Obtain address automatically using DHCP

DNS AddressesObtain addresses automatically using DHCP

Setup Instructions for Windows XP

Microsoft Windows XP includes all of the necessswftware to connect a Wi-Fi-enabled computer to our
library’s wireless network. If you are using aneidersion of Microsoft Windows, another operataygtem,
or different wireless network software (such as bamedled with your computer or wireless networldgathe
details of setting up your connection may diffemfrthe instructions below and you should consuat th
documentation that came with your software.

* Turn on your computer's wireless network card ¢ ymeed help doing this, consult the manual thaeca
with your computer or wireless network card).

. . . tar | Network Connecti
» With your mouse, first click on tI'M button, then selec 9 Sl

» Right-click on the network connection represengmogr wireless card (usually call8tireless Network
Connection) and selecProperties.

1" iapireless Network Connection | L& ar Hinh-Sneed Tnter
Disable
Yiew Available Wireless Networks

Repair
Wizard Bridge Connections
'ﬂ New Connection Wizard Create Shortcut

'—;ﬁ Network Setup Wizard
Rename

Properties %
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\
» IntheWireless Network Connection Properties dialog box, highlightnternet P

col (TCP/IP)

and click on thé’roperties button. - —

L. Wireless Network Connection Properties 2JE3

izeneral | Wireless Networks || Advanced |

Connect using:

| BB Intel(R) PRO/ Wirsless LAN 2100 3B |

This connection uses the following tems:

¥ %= AEGIS Protocol {IEEE 802 1) v2.2.1.0 i
[l == WLAN Transport
|
s Iy | [l
Clescrption k

Transmizssion Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks,

Show icon in notification area when connected
Motify me when this connection has limited or no connectivity

| ok || cance |

* On the General tab, make sure tBattain an IP address automatically andObtain DNS server
address automatically are both selected, then click on thE button.

Internet Protocol (TCP/IP) Properties
General | Atemate Configuration
You can get IF settings assigned automatically £ your network supports
this capability. Otherwise, you need to ask your network administrator for
the appropriate |F settings.
{Z)Obtain an |P address automatically:
{7 Usge the following IP address:
| |
(&) Obtain DNS server address automatically
() Usg the following DNS server addresses:
Frefefed DNS server ! |
L oK J\F_] | Cancel |
I
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« IntheWireless Network Connection Properties dialog box, select the/ireless Networks tab.

* Make sure the option tdse Windows to configure my wireless network settin'g_'_'s“*is selected,-and
then click on theAdvanced button near the bottom of the dialog box.

-

=% Wireless Network Connection Properties W

General | Wireless Metworks | Advanced

lUse Windows to configure my wirgless network: settings

Available networks:

To connect to, disconnect from, or find out more information
about wirgless networks in range, click the button below.

WView Wireless Netwarks

Prefemed networks:

Automatically connect to available netwarks in the order listed
below:

Move down

Add... H Bemove H Properties ]

Lea'_'"' about setting up wirgless network

* Make suresither the Any available network (access point preferred) or theAccess point
(infrastructure) networks only option is selected and then click @ se button.

rhdvanced _1

Metworks to access

() Access point {infrastructure) networks only

() Computerto-computer {ad hoc) networks anly

[ ] Automatically connect to non-prefemed networks
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Click theOK button to save any changes you may have maderititérclick on the network connection
representing your wireless card (usually calidideless Network Connection) and.selecProperties.

Back in theWireless Network Connection Properties dialog box, click on th&iew Wireless
Networks button.

Available networks:

To connect to, disconnect from, or find out more information
about wireless networks in renge, click the button below.

View Wireless Netwnrlcs[%

In theWireless Network Connection dialog box, inside the Network Tasks area, clioklteRefresh
Network List hyperlink.

Hetwork Tasks

= Refresh netwark list

Jry
|y
<2 Setup a wireless network
for a home ar small office

Your wireless network card will begin searching hearby wireless networks and, as long as youaide
one of the public areas of the library, it shoutdrgually find the library's eapl-public-wifi netwa
Highlight theeapl-public-wifi network and then click on ti@onnect button.

157 Wireless Network Connection @

T T Choose a wireless network

z Refresh nebwork list Click an item in the list below to connect to a wireless network in range or to get more
information,

<2 Setup a wireless network () eapl-public-wifi r"f?

for 5 home or small office ﬁ

Unsecured wireless network: !EHM

Related Tasks This network is configured for open access, Information sent over this network |

may be visible to others, If you want to connect to this network, dick Connect.

A Learn about wireless
netorking

,:\( Change the order of
preferred networks

‘¥ Change advanced
settings

| g:mnEct |

Windows will display a warning indicating that thapl-public-wifi network is not encrypted. This is

normal. The library’s wireless network is intendeduse by the public and does not use any sort of
encryption, so click on thEonnect Anyway button.

Wireless Network Connection

You are connecting to the unsecured network “eapl-public-wifi™,
! Information sent over this network is not encrypted and might be visible to
other people,

[ Connect Anyway%ﬁ Cancel |
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» Your wireless card will attempt to associate with tibrary's wireless network and will'be granted a
temporary IP address. Once you are fully conneteke library's wireless network, you should dee t
following status message:

(ﬂfﬁl'}

eapl-public-wifi Connected f?

Unsecured wireless netwaork Eﬂﬂﬂﬂ

This network is configured for open access. Information sent over this network
may be visible to athers. You are currently connected to this network, To
disconnect from this network, dick Disconnect below,

» Congratulations! You are now connected to the EaAPublic Library's public wireless network and ar
free to begin browsing the Internet.

Prepared by: Warren Dawkins Page 5 of 9 Last Updated: 2006-11-14
IT Systems Administrator



Ela Area Public Library

Wireless Network Instruction Sheet

Frequently Asked Questions

Q: What is a wireless network?

A: Our wireless network allows you to use a wirglastwork card to access online library resourcesal as
the Internet from within the Ela Area Public Libyavithout physically connecting an Ethernet cabig@lmone
line to your laptop computer.

Q: How does it work?

A: We have installed wireless access points througthe building which act like antennas and comicate
with the wireless network cards that are now comgnmstalled in most laptop computers. When onéheke
wireless network cards (which must be complianhwhie Wi-Fi 802.11g or 802.11b standards) sensagnal
from the access points, it can establish a netwonkection using radio waves in the 2.4 GHz freqydrand.
This radio network then allows the laptop compteause the library's Internet connection.

Q: Does it pose any health risks?

A: No. Wireless networking uses very low-power aaslignals in the same frequency band as many asrdle
phones, and manufacturers design their equipmédatl teell within industry safety guidelines. Exper
generally agree that Wi-Fi technology is very safeen used appropriately.

Q: What can | do with it?

A: When you are connected to our wireless netwaik lyave a high speed connection to the Interngbs@an
do almost anything you would otherwise do on theriret, such as:

* Do online research
* Look for materials in our library catalog

* Check your e-mail, etc.

Q: Can | access the library's subscription databases?

A: Yes, while connected to the library's networkiyave access to all the databases listed o@olime
Databasesvebpage.

Q: Can | use the library's wireless network when the library is closed?

A: No. The wireless network is only operationalidgrthe library's regular business hours and vkilltsiown
automatically at the library's regular closing tirivkake sure you save all of your work to your computes
hard drive before the library closes or you may los data.

Q: Will my Windows 9x/ME/2000, Macintosh, Linux, or UNIX computer work with the
library's wireless network?
A: As long as it supports the 802.11b or 802.11gpless network standard, yes it should.

Q: Are there any restrictions on my use of the Internet?

A: Everyone who uses our wireless network therejrges to abide by the Ela Area Public Library'srinét
Access Policylfttp://www.eapl.org/libraryinfo/internet.aspnd Public Communication Systems Policy
(http://www.eapl.org/libraryinfo/library electronipolicy.asp).
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Q: Do you charge for this service? Why are you providing it?
A: No, this service is free of charge. The librargission is to inform, educate, entertaingantucally enrich

our patrons. Not only does providing wireless Inetraccess fit well with that goal, but it alsoefsaip some of
our desktop computers for people who don’t have then wireless-enabled laptop.

Q: Where can | access the wireless network? Where should | sit for the best signal?

A: The wireless network covers all of the publieas within the building, though you will find the@agest
signal near the public reference desks and intdeks where the books, CDs, and other materialsteeteed.

Q: How fast is your wireless Internet connection?

A: Your wireless connection speed will vary dep&igdon a variety of factors. Our Internet connectgon
shared by everyone using the wireless network dsaw®y all the desktop computers in the libraryerefore,
the more people in the library using our wirelessvork or desktop computers, the slower your cotmeevill
be. Other factors include the type of wireless wekward and hardware drivers you are using, how yo
computer is configured, where you are located éntthilding, etc. Typically you should see downlcpéeds
anywhere from 100 to 4000 Kbps.

Q: Is there anything that could interfere with my connection?

A: Wireless networks connect using radio waves.séhitings that can cause radio interference (ats,w
furniture, people, cordless telephones on a nefagioyency, etc.) can also cause interference vati y
wireless connection. However, we've tested thig/oet and you should receive a good signal from masiic
areas of the building. If you experience a conwaciroblem, try moving to a different part of titeadry.

Q: What do | need to get started?

A: Everything you need to use our wireless netwsilisted in the System Requirements section at the
beginning of this document.

Q: Do | need special software or drivers to connect?

A: Up-to-date drivers can remedy many connectiabl@ms. The drivers included with your wirelessnork
card may be several generations old. Updates adlyisivailable on the vendor's website.

Q: Do | need to register to use this service? Do | need a library card?

A: No. Currently we are offering free access torggre who visits our library. You do not need tosbe
resident of our district, nor do you even needmgly card. However, we reserve the right to chahgepolicy
in the future if necessary.

Q: What if | don't own a laptop?

A: If you don't own a laptop you cannot use theal@iss network, but you can still access the Intarsiag the
desktop computers throughout the building.

Q: I'm having problems connecting to your wireless network. What can | do?

A: Are you using any sort of firewall, web filtegror popup blocking software on your computer®lfismay
be preventing you from accessing our wireless netwbyou’re not sure how to configure your firellyaveb
filter, or popup blocker software, try turning theifi while you connect to our wireless network. @ryou're
connected, turn them back on again. Given the langeber of security software applications available
unfortunately we cannot provide step-by-step irgtoms, so your best resource is typically theranhelp that
came with your software.
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Q: What if | have other problems? Can a librarian help me configure my computer?

A: Sorry, everyone's computer is different and goeiresponsible for knowing how to configure yowno
equipmentOur librarians are not allowed to make changes to gqur equipment and the library cannot be
responsible for any changes you make to your own eputer's settings.If you need additional assistance,
you may need to contact your laptop or wirelessvagk card manufacturer's technical support service.

Given the various kinds of laptop computers, wislaetwork cards, operating systems, and wirelzssa
software, we also cannot guarantee that your casnpuitl work with our wireless network. However,ibu
are using Wi-Fi certified 802.11g or 802.11b equapmy and configure your wireless card using thenggst
described in this document, you should be abletmect. To see if your equipment is Wi-Fi certifiedeck
with your laptop or wireless network card manufaetu

Q: Why can't | use my copy of Outlook/Outlook Express/Eudora/Pegasus Email/AOL or
other e-mail clients to send e-mail from my laptop while I'm connected to the library's
wireless network?

A: For security reasons we currently deny acce&MaP port 25. This means you will not be ablednds
email using locally installed software on your @ptike Outlook, Outlook Express, Eudora, Pegaand,so
forth; however, you will still be able tad email using these programs. We have decided thiddecause
people may try to send "spam" from our library, andbrtunately, it would look like it was comingpfn us,
and then the library would be black-listed by vagspam filterslf you need to send email while connected
to our wireless network, please use a web-based dahservice like Hotmail or Yahoo! Mail, or check with
your Internet Service Provider to see if they ptdeva web-based interface to your email account.

Q: Can | print from the wireless network?

A: No, there are no printers configured on the {gsgs network. To print you will need to save yoacuiment
to a floppy disk, CD, or USB key, or email the fiteyourself, and then open it on one of our dgskto
computers, and print from there.

Q: Does a wireless network card reduce my laptop computer's battery life?

A: Yes. The wireless network card uses the laptogtgery more since it is constantly emitting rasignals to
maintain the network connection. If you plan omgsour wireless network connection for an extenuoeabd
of time, you should try to find one of the manylésbwe provide with integrated electrical outlets.

Q: Is this network secure?

A: No, public wireless networks are by nature remtuise. Connecting your computer to the Internebuia
wireless network will expose you to all the riskelalangers that are present on the Internet, imgualt not
limited to: computer viruses, spyware, hackerspspanline fraud, and identity theft. You are resgble for
securing your computer against these threatsl§g.gsing antivirus and anti-spyware software, ragra
personal firewall program, turning off file sharjregc.) and for taking the necessary precautiorilewiing the
Internet.You use the library's wireless network at your owrrisk.

However, there are a number of free software taedslable to help protect your computer. A seledistbf
some of these tools can be found at the end otittament.

If you are transferring confidential informatioragswords, credit card numbers, online banking mémion,
health data and so on) you are strongly encourigase secure web sites or other techniques, etaal
Private Network (VPN) or Secure Shell (SSH) conioectto safeguard your confidentialitihe library is not
responsible for insuring the privacy of information you transfer over our network.
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Q: What about my privacy? Do you collect or log data about my session?

A: The library temporarily collects information alitdhe hardware address and temporary-IP addregmad
to your computer for the duration of your netwoglssion. The wireless network neither collects nares any
other information about you, your computer, ordaéa you transfer over our network. However, thealy
does collect aggregate information about the ordereices and websites our patrons use so we ¢gam be
understand our patrons' needs and improve oureosérvices for their benefit.

Q: | have a question not covered here? What should | do?

A: Contact the library's Computer Services and y$t&mns staff by filling out a question/comment faamn
http://www.eapl.org/forms/public-email-form.asp

Additional Resources

Wi-Fi Standards, Introductions and Interoperability Certification

Webopedia Overview of 802.11 Network Standardgp://www.webopedia.com/TERM/8/802_11.html
Wi-Fi Alliance Certification Program http://www.wi-fi.org
PC World "Mobile Computing: All About Wi-Fi" -http://www.pcworld.com/howto/article/0,aid,112138.8sp

Free Personal Firewall Software

Windows XP Firewall (built into Service Pack 2) —
http://www.microsoft.com/windowsxp/using/networkiagcurity/winfirewall.mspx

ZoneAlarm -http://www.zonelabs.com/store/content/company/pctalanalm/freeDownload.jsp
Comodo Free Firewall kttp://www.personalfirewall.comodo.com/

Free Antivirus Software

AVG Antivirus Free Edition -http://free.grisoft.com/freeweb.php/doc/avg-antiugifree/Ing/us/tpl/v5
Avast! Home Edition -http://www.avast.com/eng/avast 4 home.html

Free Spyware Removal Software

Lavasoft Adaware http://www.lavasoftusa.com/software/adaware/
Spybot Search & Destroyhttp://www.safer-networking.org/en/download/inderah
AVG Anti-Spyware Free http://free.grisoft.com/freeweb.php/doc/20/Ing/pkii5
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